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1. 
INTRODUCTION

1.1
South Yorkshire Fire & Rescue (SYFR) has introduced this policy on the Recording and Use of Visual Images in the light of:

a. Developments in technology which continue to make it easier to record and publish visual images, and

b. The Data Protection Act 1998, which protects the rights of clearly identifiable people where their images are recorded, processed, published or stored in a filing system.

1.2
Traditionally, images and video footage have been recorded by organisations to produce photographs, publications and videos.  Over recent years, this use for visual images has extended to new media such as websites, intranets and social networks.
1.3
However, modern technology continues to advance quickly and it is now easy for people to record visual images on their mobile phones and upload them to the internet for public viewing within a matter of minutes.

1.4
This policy outlines the way in which the Service and its employees will record, store and publish visual images, particularly in relation to:


a.
Acceptable recording and publishing of images, and


b.
The rights of individuals having their image recorded.

1.5
Such images (and therefore this policy) will most often be relevant for training, education or publicity purposes involving Service or non-Service personnel.

1.6
This policy is separate to, but complements, the Service’s CCTV policy, which makes its own provision for the recording of, and access to, CCTV footage outside of the scope of this policy.

1.7
Images recorded for security purposes (eg. staff identity badges) are taken for a legitimate business purpose and consent is not required in such cases.
2. 
Recording of images
2.1.
The Service’s policy on acceptable recording of images applies to all SYFR employees at all times whilst on duty; it also applies in relation to recordings made at all SYFR locations or incident grounds, even when employees are off duty, and including recordings made by non-SYFR employees.
2.2 
Whilst at an SYFR location or incident ground, whether on duty or not, employees may only record images which are for the bona fide use of South Yorkshire Fire & Rescue, and have been authorised by:
· Uniformed staff - an Incident Commander at an incident or a Station Manager or equivalent on other occasions.

· Non-uniformed staff – their relevant function head.

2.3 
Permission to people who are not employees of SYFR to make recordings must be strictly controlled to protect the Service, its staff and all other people at Service locations and incident grounds.  Such permission may only be granted as follows:
· To bona fide media organisations and their representatives – by the Head of Corporate Communications or the duty press officer

· To external photographers, education and training providers and their representatives, or other professional services commissioned by SYFR – the relevant function head.
2.4 
No other person may be permitted to make visual recordings at a SYFR location or incident ground.  However, it should be noted that civilians have a right to make such recordings if they are positioned in a public space.  For example, if a member of the public was filming an incident from a safe location in a public area, SYFR have no jurisdiction over such a matter.  Employees may ask the person concerned to stop recording if it were deemed to be in bad taste but they have no right to enforce such a request.

2.5 
Where images include clearly identifiable people, they many only be recorded for the following purposes, subject to consent being given as outlined in section 3:
· Employee training, performance and quality issues

· Community safety and education initiatives

· Publicity for use by corporate communications to promote the Service and/or the individual whose image is being recorded

· Any other genuine purpose which will assist in conducting the business of SYFR, or assisting the employee in performing their role.
2.6 
Irrespective of the consent issue, it is the responsibility of the member of staff who is recording the image, or has sanctioned or commissioned its recording, to ensure all recorded images are of good taste.  For example, staff must take care to ensure:
· All people within the image are appropriately dressed, preferably with outer clothing garments covering their torso from at least the bottom of their neck to their thighs (i.e. as a minimum, a vest and shorts).

· Nobody within the image is captured making gestures or comments that are lewd, abusive or critical of SYFR or any of its employees.

3. 
Consent to record images
3.1 
Before recording any images of clearly identifiable people, it must be made clear to them:
· Why their image is being recorded, and

· What the image will, or might, be used for

3.2 
A photograph taken for security reasons using a digital camera to enable access to buildings (eg. staff identity badges) is a legitimate business purpose for processing personal data.  However, unless the staff member agrees, these images cannot be used for any other purpose, including publication on the intranet or website, without consent being given as outlined below.

3.3 
The principle of consent also applies to all employees and non-employees for the recording, storage and publication of any other image to be used for training, education or publicity purposes.

3.4 
A person’s consent MUST BE OBTAINED (or parental consent given for those aged under 16) when they are clearly recognisable in an image.  Forms FS 602a, b and c have been supplied for this purpose and should be completed before the image has been captured wherever possible.  In exceptional circumstances when it is not possible to gain consent before the image is captured, consent should be sought as soon as possible afterwards; if consent is not given, the image must be destroyed.

3.5 
If images are taken at an event attended by large crowds, such as a Fire Station Open Day, this is regarded as a public area so permission is only required from clearly identifiable people, not necessarily from everyone in a crowd shot.
· People who are clearly identifiable (or their parent if aged under 16) must complete Form FS 602b or c before any image is captured

· Other people in the foreground who are not clearly identifiable may considered to be in the public area; however, photographers must address those within earshot, stating where the photograph may be published and giving them an opportunity to move away.

· People who are in the background are not clearly identifiable and consent is not required.
3.6 
Images recorded by the Service’s CCTV cameras are subject to their own restrictions outlined in the CCTV policy.

3.7 
Consent by employees is normally given for the duration of their employment with SYFR (but may be withdrawn by the relevant person at any point within that time, either generally or in relation to a specific image) although individual images will normally be deleted two years after they have been recorded, subject to section 5 of this policy.  It is the employee’s responsibility to make a photographer or cameraperson aware if they have not given consent for their image to be recorded. Employee consent forms will be stored by the Corporate Communications function.

3.8 
Consent by people who are not employees is deemed to be given for one month from the date listed on the consent form (and may be withdrawn by the relevant person at any point within that time, either generally or in relation to a specific image) subject to section 5 of this policy.  It is the Service photographer or cameraperson’s responsibility to check where a non-employee (or where relevant a parent) has given consent for their (or their child’s) image to be recorded.  Non-employee consent forms will be stored by the Corporate Communications function.

4. 
Recording images of children aged under 16
4.1 
The procedures outlined in sections 2 and 3 are even more important where children are involved.

4.2 
The issue of consent is particularly important when dealing with children, and permission must be obtained both from a parent or guardian of any child or young person up to the age of 16 (see form FS 602c).
4.3 
Similarly, issues relating to appropriate dress, outlined in point 2.6, must be rigorously enforced when recording images of children.

4.4 
It is the responsibility of every SYFR employee to challenge anybody who is recording images of children if there is any doubt about whether the necessary consent has been obtained, or over the suitability of the particular image.  If necessary, such instances should be reported to the relevant Station Manager or head of function.
5. 
Storage of images
5.1 
All images and video footage recorded by SYFR employees or submitted by external suppliers under the terms of this policy will be stored securely on the SYFR computer network.
5.2 
The employee responsible for recording or commissioning the images will upload them as soon as possible to a folder created on the network by Information and Computer Technology (ICT), and not more than one week later than the date of recording.
5.3 
Once uploaded onto the network, the images/video must be deleted from the recording device and/or remote storage footage.  They must not be copied to any other storage device or used for any other purposes without approval from the relevant station manager or function head.

5.4 
Once on the network, images/video will be transferred to a secure folder. Stored images will be available for use for education, training or publicity purposes by request for use in specific publications.
5.5 
Images and video will normally be deleted two years after initially being recorded, unless the subject(s) give consent for the image/video to be stored and used beyond that time.  After such consent is given, images/video will then normally be stored indefinitely.
6. 
Process for gaining consent, recording and storage of images
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7. 
Publishing Images
7.1 
Publication of images for internal use, such as education and training, will be carried out by the relevant Service function, in accordance with this policy.

7.2 
Employees are advised to consult with Corporate Communications on the use of Service images to ensure appropriate usage of images featuring people from minority groups.
7.3 
Under no circumstances should any employee publish any Service visual image for any non Service-related, external use.  For clarity, Service-related examples such as distributing a training video to another Fire & Rescue Service, or distribution of a publicity photo to genuine news media sources ARE permitted.

Specifically, use of images captured whilst on duty or at a SYFR location or incident ground for private distribution (eg. multi-media messaging) or for non-permitted viewing in a public forum (eg. image-sharing websites such as YouTube and social networks) are strictly prohibited.
7.4 
If in doubt, seek the advice of the Head of Corporate Communications before distributing an image.

8. 
Copyright
8.1 
Inevitably, from time to time, the Service will need to use historical visual images for which it is impossible to receive written consent.  Images recorded before the 1998 Data Protection Act came into force may be used following an assessment of some relevant factors:
• 
For what purpose was the original picture taken?

• 
Where was the image taken?

• 
When was it taken, e.g. was it taken of a child who could now be an adult?


Usage which is suitable considering the original context of the image, which will not cause embarrassment to the subject, is acceptable.

8.2 
It is important to be sure of the copyright position of any images requested for usage because photographic images are considered as artistic works under the laws of copyright.  This is the right given to authors and creators of works, such as books, films or computer programmes, to control the exploitation of their works.

8.3 
It broadly covers copying, adapting, issuing copies to the public, performing in public and broadcasting the material.  Copyright arises automatically and does not depend on the completion of any formalities, such as registration.

8.4 
Photographs obtained from the internet are also subject to copyright.  The first owner of copyright is usually the author of the work.  The major exception is where such work is made in the course of employment, in which case the employer owns the copyright.

8.5 
Commissioning and paying for work does not procure the copyright.  Contractors and freelancers own the first copyright in their work unless the commissioning contract agrees otherwise.

8.6 
Copyright lasts for over 50 years.  Photographs taken after 1 August 1989 are protected for 70 years after the death of the photographer.  There are different rules regarding older photographs depending on the relevant Copyright Act at the time they were taken:

	Date photograph taken
	Length of copyright

	Before 1912
	Expired



	1 July 1912 – 1 June 1957
	50 years from the end of the year in which the photograph was taken

	1 June 1957 – 1 August 1989
	70 years from when the negative was taken

	After 1 August 1989
	70 years after the death of the photographer


8.7 
Images that are sourced from the internet/intranet or paper publications must also be checked for copyright.  Copyright-approved images that are not owned by the SYFR should have a credit attached to them.  Images owned by SYFR do not need a credit for SYFR publications.


CONSENT FOR THE RECORDING

AND USE OF VISUAL IMAGES

South Yorkshire Fire & Rescue’s (SYFR) policy on the Recording and Use of Visual Images seeks to protect the rights of individuals whose images may be recorded at its locations and incident grounds.

However, we believe it is in the interests of SYFR, its employees and its communities for visual images to be responsibly recorded and used for training, education, community safety initiatives and publicity purposes.

Please tick the boxes below to indicate for which purposes you consent to your image being used.  You may withdraw this consent at any time, either generally or in relation to a specific image which has been recorded.  If you do not withdraw your consent it will be regarded as valid for the duration of your employment with SYFR.

SYFR will store all images securely and take every reasonable step to ensure they are used solely for the purposes they are intended.  If you become aware that any SYFR image is being used inappropriately, please inform the Head of Corporate Communications immediately.

A copy of the Recording and Use of Visual Images policy is available on the Service’s intranet, or by contacting the Corporate Communications function.

Name of employee 
I do / do not (delete as appropriate) give consent for my image to be recorded and used for the following purposes:
· Training

· Education, including community safety education

· Publicity, including the intranet and website

· Other purposes for proper and responsible use in conducting the business of SYFR
Signed

Date
Upon completion forward this form to the Head of Corporate Communications and Admin, HQ.

This form will be retained for the duration of your employment.

CONSENT FOR THE RECORDING

AND USE OF VISUAL IMAGES

South Yorkshire Fire & Rescue’s (SYFR) policy on the Recording and Use of Visual Images seeks to protect the rights of individuals whose images may be recorded at its locations and incident grounds.

However, we believe it is in the interests of SYFR and its communities for visual images to be responsibly recorded and used for training, education, community safety initiatives and publicity purposes.

Please tick the boxes below to indicate for which purposes you consent to your image being used.  You may withdraw this consent at any time, either generally or in relation to a specific image which has been recorded.  If you do not withdraw your consent it will be regarded as valid for one month from the date below.

SYFR will store all images securely and take every reasonable step to ensure they are used solely for the purposes they are intended.  If you become aware that any SYFR image is being used inappropriately, please inform the Head of Corporate Communications immediately.

A copy of the Recording and Use of Visual Images policy is available from the Corporate Communications function.

Name(s) of participants  




I do / do not (delete as appropriate) give consent for my image to be recorded and used for the following purposes:
· Training

· Education, including community safety education

· Publicity, including the intranet and website

· Other purposes for proper and responsible use in conducting the business of SYFR
Signed

Date
Upon completion forward this form to the Head of Corporate Communications and Admin, HQ.

This form will be retained for 2 years.


PARENTAL CONSENT FOR THE RECORDING

AND USE OF VISUAL IMAGES

South Yorkshire Fire & Rescue’s (SYFR) policy on the Recording and Use of Visual Images seeks to protect the rights of individuals whose images may be recorded at its locations and incident grounds.

However, we believe it is in the interests of SYFR and its communities for visual images to be responsibly recorded and used for training, education, community safety initiatives and publicity purposes.

Please tick the boxes below to indicate for which purposes you consent to your child’s image being used.  You may withdraw this consent at any time, either generally or in relation to a specific image which has been recorded.  If you do not withdraw your consent it will be regarded as valid for one month from the date below.

SYFR will store all images securely and take every reasonable step to ensure they are used solely for the purposes they are intended.  If you become aware that any SYFR image is being used inappropriately, please inform the Head of Corporate Communications immediately.

A copy of the Recording and Use of Visual Images policy is available from the Corporate Communications function.

Name(s) of child(ren) 




I do / do not (delete as appropriate) give consent for my child’s image to be recorded and used for the following purposes:
· Training

· Education, including community safety education

· Publicity, including the intranet and website

· Other purposes for proper and responsible use in conducting the business of SYFR
Signed
(Parent)
Date
Upon completion forward this form to the Head of Corporate Communications and Admin, HQ.

This form will be retained for 2 years.
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COMMUNICATIONS





Consent requested by SYFR using form FS602a





No – images of that employee may not be taken. It is the employee’s responsibility to make a photographer or cameraman aware that consent has not been given





Yes – images may be recorded throughout the period of employment unless permission is withdrawn. Consent form stored by Human Resources





Consent given – image to be stored securely indefinitely





Consent not given














Image deleted





YES





Service formally requests consent from employee





NO





Would the Service like to request consent to retain the image for permanent use?





Images stored securely, including ‘expiry date’. Some placed on the intranet for wider publication. Others available for publication upon request








Employee withdraws permission for use





Two years since date image was recorded





Consent requested by SYFR using form FS602b or c





Person (or parent) withdraws permission for use





Images stored securely, including ‘expiry date’. Some placed on the intranet for wider publication. Others available for publication upon request





No – images of that person may not be taken.





Yes – images may be recorded of the relevant person for a period of one month from the date consent given. Consent form stored by Corporate Communications





Two years since date image was recorded





Image deleted
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