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RISK MANAGEMENT POLICY

POLICY STATEMENT

Statement of Intent

South Yorkshire Fire and Rescue Authority is committed to protect the health, safety and
welfare of its employees and the people it serves; to protectits property, assets and
other r esources, and to maintain its reputation and good standing int he wider
community. T his will be achieved by embedding at all le vels within the authority the
principles of risk management, thereby co ntinually asse ssing and r educing the risks
faced by the communities of South Yorkshire.

Risk M anagementi s ace ntralpar to ft he A uthority’s strategic & oper ational
management. It is the process whereby the risks to achievement of priorities, objectives
and delivery of service are considered identified and managed, to minimize losses and
maximize opportunity. Itis designed to protect and enhance the delivery of corporate
objectives.

Objectives
The objectives of the policy are to:

o Safeguard t he e mployees, t he public and ot hers affected by t he A uthority’s
operations by preventing injury, damage and loss.

. Anticipate and r espondt o ch anging so cial, cu ltural, env ironmental and
legislative requirements;

o Safeguard the resources of the Authority;
Safeguard the reputation of the Authority;

These objectives will be achieved by:

o Raising aw areness of, and i ntegrating risk m anagement into the culture and
day to day management of the Authority;

o Managing risk in accordance with best practice by ensuring that, where ever
practicable, risks are eliminated or reduced to an acceptable level;

o Establishing risk groups with clear roles and responsibilities and reporting lines
within the Authority for risk management;

o Incorporating risk management in to the decision making, business planning
and performance management processes;

J Effective governance arrangements - monitoring risk management and internal
control arrangements on a regular basis.

Responsibilities

It is the responsibility of members, managers and all other staff to actively engage in the
risk management process. Key responsibilities in this respect are:

e Members — toch ampionr isk m anagement and act ively eng age int her isk
management process, and challenge where appropriate.

e Service Managers — to actively engage in the risk management process and take a
proactive st ance i ne nsuringt he par ticipation of st aff w ithint heir ar ea of
responsibility.

e All other staff — to actively engage in the risk management process, working with
managers and colleagues to identify risks and take the required actions to reduce
their likelihood and impact.
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RISK MANAGEMENT POLICY

¢ Policy P erformance & Programmes D epartment — to act as gatekeepers of the
risk management methodology, f acilitate t he em bedding of r isk m anagement
throughout the service and ensu re members, managers and all other staff adhere
to the agreed policy and strategy.

¢ Project Managers — to undertake a risk assessment of their project(s) in accordance
with the agreed project management methodology.

Appendix 2 provides a more detailed outline of the responsibilities of each of the above
groups.

Risk Owners

Every risk must have an owner. The owner will take lead responsibility for ensuring the
risk is managed effectively. The risk owner will also be the first point of contact for the
risk manager when carrying out his/her monitoring duties.

Audit

Compliance with the CIPFA/SOLACE framework for the risk management elements of
corporate governance will be carried out by Internal Audit as part of the audit of the
Authority's' governance arrangements.

Review
The strategy will be r eviewed r egularly and up dated with any ch anges necessary to
ensure that the Authority maintains best practice.

WHAT IS RISK?

Risk Definitions

Risk

Is the possibility of undesirable events occurring that might prevent or impact upon the
achievement of business objectives? The impact can be a threat to the delivery of the
objectives or a missed opportunity.

Strategic Risk

Any risk which has a direct impact on the achievement of the overall objectives of a
Department/Service or which cuts across operational/divisional boundaries as opposed
to risks that impact on any discrete part of the organisation.

Operational Risk
Any risk that impacts on the achievement of operational or departmental objectives and
impacts on a discrete part of the organisation.

Risk is considered proportional to the expected threat / opportunity (impact) which can
be caused by an ev ent and t o the probability (likelihood) of this event occurring. The
greater the potential impact and the more likely the event, the greater the overall risk.

Risk = Impact of an event if it happens x likelihood of it happening

RISK MANAGEMENT INTEGRATION

Risk Management is an integral part of the organisation’s management processes, such
as service planning, business continuity, emergency planning and resilience,
performance m anagement, integrated risk management pl anning activities as well as
day to day operational activities. Risk Management is not a stand-alone function.

Risk Management Policy Page 4 of 22 Corporate Risk Management Team
October 2010



RISK MANAGEMENT POLICY

Risk i s something t hat ev eryone m anages onada ytodaybasis, whetherinthe
workplace or inthe home, as w e aut omatically pr ocess and ev aluate t hreats inour
environment and decide how we handle them.

Risk Management as a function is a way of formally capturing these processes.
Operationally within SYFR Dynamic Risk Assessments (DRAs) are tools for personnel
on the fire ground to quickly review and asse ss the hazards and threats of the incident
and plan how to deal with them to achieve acceptable levels of safety. Corporate Risk
Managementis an extension of this process, which enabl es managers and s taff to
consider the threats and opportunities to the whole range of services we provide. As
with DRAs it is a continual process which requires review monitoring and re-evaluation.

‘Sphere of influence’

Through consideration of the environment we are working in, and the level of control and
influence w e hav e o ver t he v arious levels of risks to our service pr ovision, we can
improve our chances of being able to take mitigating actions to achieve our objectives.

The level of control that can be achieved over a risk, or the boundaries of our influence
over threats and opportunities in the environment we operate in, can be referred to as
our ‘sphere of influence’.

Risks within our control — a risk that we can directly control or manage

¢ Risks within our sphere of influence — a risk which we can partly control/ manage or
we can influence how it is controlled / managed

¢ Risk o utside our sphere ofinfluence — arisk over w hich we have noco ntrolor
influence

There are different levels or layers that we have influence over within the environment
we operate in, as we interact with others in delivering our services, as shown in the
model below:-
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LOCAL AND NATIONAL
GOVERNMENT

POLICY AND
LEGISLATION

COMMUNITY & PARTNERS

COMMUNITY
RISK REGISTER

STRATEGIC RISK PARTNERSHIP
MANAGEMENT RISKS
POLICY

NATIONAL RISK
REGISTER

RISK MANAGEMENT FRAMEWORK

SPHERE OF INFLUENCE

SYFR

1. Internal — Operational/ Workplace

Direct control over ing within government policy and laws

e Service Delivery

e Resources

¢ Resilience

¢ Security

e Governance

2. External — partly within our control/ influence

e Community
Control and influence over the threats and opportunities that can arise from engagement with

the c ommunity int he s ervices w e pr ovide, i.e.: r esponding to i ncidents, ¢ onsultation,
recruitment, educating communities to enable them to reduce risk of fires in the home. We
also have control and influence through statutory powers ie: legislative fire safety.
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e Partners
Statutory responsibilities to work with partners in Crime and Disorder Reduction Partnerships,
involvement in multi-agency planning for resilience, joint control over identification of risks and

maintenance of community risk register

¢ Political — Local and National Government policy

Grants and funding pay, policy direction (national framework), regulation and audit. Changes
in national policy can impact on the Services we provide and how we deliver them. We can
influence via CFOA / consultation.

Council t ax pr ecept m akes up par tof our funding; councillors are SYFRA members w ho

provide direction and scrutiny.

e Environmental
Our activities have an impact on t he e nvironment — use of water, power etc. Environmental
events and changes can impact on our operations ie: flooding, as can changes in attitude to

environmental issues by government, consumers etc

3. External — outside our sphere of influence

e Economic - global economic conditions may affect our services ie: our suppliers

e Socio-cultural - demographic changes within our communities that may impact on
community needs for our services ie: aging population, changing migrant population.

The level of influence and control over events in each of these layers will vary depending
on the type of event, threat or opportunity. S ome of these we can predict, others we
cannot, as risks are dynamic and emerging.

How to expand our sphere of influence

Effective risk management is about understanding our response to an event, how we can
minimise the impact of threats or maximise opportunities through the action we take.

By co nsidering t he most appr opriate response in advance we can plan fora given
scenario and be better prepared if and when it happens. We can do this proactively by
considering the types of risks we may be ex posed to, for instance at a strategic level
during the business planning process when we develop our priorities and corporate plan,
at an operational level when we produce station plans or consider initiating new
partnerships.

Through pr oactive i dentification and analysis of t he risks within t he environment w e
operate in, we can expand the influence we have over control measures to reduce the
likelihood and impact these may have. By focusing on those areas within our sphere of
influence will enable us to consider how we can expand it in the future.
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In co nsidering and i dentifying pot ential r isks to our oper ations, and delivery of our
priorities and objectives, we can plan to mitigate the risk by planning our response, and
considering the desired outcome we wantto achieve. Whatis our tolerance to the
threat, what are we willing to accept as an end result?

The weight of response should be proportionate to the threat, the probability of an event
occurring considered against its impact.

Effective risk management should also enable staff to take risks, so that it drives rather
than prohibits the organisation’s ability to innovate and strive for achieving excellence.

RISK MANAGEMENT PROCESS

The diagram below shows the phases of managing risks in response to both external
and internal events that may pose a threat or opportunity.

IDENTIFICATION
OF RISK

proactive / reactive

OUTCOME - TOLERANCE AND

CAPACITY - IMPACT
MANAGED RISK AND LIKELIHOOD

RESPONSE TO DESIRED
MITIGATE RISK OUTCOME?

Risk Management process

There is a continuous cycle to t he risk management process. Through this cycle a
programme of continual improvement is carried out and reviewed.
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Risk Identification

Risks are dynamic therefore their potential impact on the Authority & Service will change
from time to time. R isks are inherent at all levels therefore involvement of staff at all
levels is essential. The process covered in this strategy will enable staff at all levels to
identify risks within their area.

It is important that the Service takes every opportunity to consider whether there are any
new or emerging risks. There are a number of methods that can be used to help identify
risks — these are listed below:

e Proactive consideration of risks — when undertaking planning activities, developing
business plans, new partnerships or projects, consider what threats and opportunities
there may be to success.

¢ Reactive identification by staff and members — on a day to day basis new risks
may present themselves as part of daily business as a result of events that occur. It
is important to bring these risks to the attention of the appropriate manager to ensure
they are properly assessed.

e Previous experience & comparison with other organisations — it is important that
lessons are learnt and acted upon. One way of achieving this is to benchmark and
monitor issues affecting other organisations (i.e. through forums such as the ALARM
Fire Group).

o Discussionsa tm eetings — iti s considered g ood p ractice toi ncluder isk
management as a standard agenda item on all regular meetings - emphasis should
be put on the identification of new risks.

e Checklists — creating a st andard ch eck |l isto f things to | ook out forca n hel p
stimulate thought processes when considering risks.

The role of the Risk Team in risk identification

The Risk Team will take a proactive role in the identification of new risks at a strategic
level. Itis important however that the Service has a mechanism in place for identifying
and capturing risks at all levels.

Through regular meetings with Directors, Functional Heads, District Managers, Station
Managers and S ection M anagers,t he Policy, P erformancea nd P rogrammes
Department will support the organisation in managing risks facing the Service. They will
actively enco urage managers toem ployt he abov er ange o f risk identification
techniques to ensure such activities become a regular part of the day job. This will
include risk management training for those responsible for risk register maintenance.

Types of Risk

Risk i dentification i s concerned with t he e ffect o f risk on se rvice obj ectives. In the
context of the recent de velopments in corporate g overnance, consideration sh ould be
given to all categories of risk.

If a full risk assessment is to be undertaken, managers and supervisors must consider
risks associated with each appr opriate category andt heir inter-relationships. T he
simplified list below will cover most categories.

e Strategic risks — Risks that relate to doing the wrong thing for the organisation. eg.
Failure to maintain staffing levels at optimum level.
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e Operational risks — Risks that relate to doing the right things but doing them in the
wrong way, e.g. delay in delivering a key project by the required timescale

¢ Information risks — Risks thatrelate toloss orinaccuracy of data, systems or
reported information, e.g. Management Information System crash resulting in the loss
of incident data.

¢ Reputation risks — Risks that relate to the organisation’s brand or image, e.g.
negative reports in the local media due to a failure to effectively manage press and
publicity.

e Financial r isks — Risks that relate tol| osing m onetary r esources ori ncurring
unacceptable | iabilities, e.g. f ailure to an ticipate t he i ncreased revenue co sts o f
implementing a new piece of legislation

e People risks — Risks associated with em ployees and management, e.g. industrial
action caused as ar esult of the mismanagement of a ch ange in staff terms and
conditions

o Regulatoryrisks — Risksr elatedt ot he regulatory environment, e.g. failureto
introduce a new piece of legislation by the required deadline.

Further examples can be found at appendix 3

¢ NB - Operational risk assessment for health and safety purposes, is an integral part
of frontline and su pport act ivities, and will co ntinue to be ani mportant t ool f or
prevention of accidents and other unplanned losses.

¢ Information Risk is a key area within the Protective Security Strategy, and as such
requires special m anagement ar rangements to ensu re thati nformation r isk is
handled according t o the m andatory r equirements of t he HMG Security P olicy
Framework, Security Policy No 4. Information Security and Assurance. Refer to the
Information Risk Policy for further information.

Assessing the Level of Risk

The Risk Pyramid

Level 1
Corporate Risk
Register

Level 2
Integrated Risk Register

Level 3
District Risk Registers

Level 4
Station Risk Registers

Risks can be escalated, or downgraded through the levels as deemed nece ssary at
each appropriate level. All staff should be k ept aware of the importance of Risk, via
induction and ongoing training sessions.
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Corporate Risk Register (Level 1)

The Corporate Risk Register is a controlled register that can only be updated by the Risk
Team after authorisation from the Corporate Management Board or Executive Team.
Directors will keep a copy to hand and only destroy them when in receipt of a revision —
hence a m ore r obust v ersion co ntrol. The dy namic process of risk m eans thatthe
register may change on a regular basis.

Executive team members are responsible for notifying the Risk Team of any changes i.e.
new risks as well as any ch anges to existing risks. The Risk Team willam end as
necessary and distribute the revised risk register. New Risks may have been previously
registered on the Departmental Risk Registers by Heads of Function, although the risk
ratings may vary between levels.

Integrated Risk Register (Level 2)

This register should reflect the risks to the Directorates in not achieving their objectives,
IRMP and Programme Risks. New Risks will usually be logged on this Register prior to
escalation, if necessary, to Corporate level 1 via CMB.

Function / District Risk Register (Level 3)

At a lower level there is a requirement to cover the day to day risks that are an inherent
part o f busi ness activity. T his needs to be controlled by t he Funct ional H ead as
ultimately these risks could have an impact upon key business objectives.

Station/Section Risk Register (Level 4)

Each Station will have a Risk Register which will be the responsibility of the Station.
Sections may decide to maintain a Risk Register below that of the Functional Register.

Risk Matrix

A 4 x 4 risk matrix covering impact and likelihood is used in assessing the level of risk.
This analysis should be undertaken by managers and supervisors with experience in the
area a ffected. |tshould be not ed thatthe be st asse ssmentis found froma group
judgement and not a single person.

Role of the Policy P erformance & P rogrammes D epartment — the d epartment will
facilitate the implementation of the risk management processes and will play a key role in
ensuring the risk matrix is regularly applied to all areas of the Service. ( see earlier
comments)

A risk rating is obtained by considering the likelihood of the event occurring and the
impact (severity) of such an event. T his is obtained from a risk matrix and by following
the guidance for as sessing | ikelihood and i mpact. The scores from e ach t able ar e
multiplied together to produce a score for the risk. This can be used to position the risk
on a risk profile enabling high risks to be quickly identified and acted upon e.g. a red risk
will usually be escalated to the next level. Green risks may be downgraded, or closed.

Risk ratings are normally calculated for pre and post control measures. The post control
risk rating (residual risk) assumes the controls are in place and are working effectively.
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Treatment of Risk

Theaimat alltimes willbet oreducethe negative risks “As Low A s Reasonably
Practicable” (ALARP). The options available for controlling risks can be summarised as
follows:

Tolerate (retain) a risk;
Terminate (avoid) a risk;
Transfer a risk;

Treat a risk;

Take the Opportunity

Tolerate a risk
Risks can be tolerated at their existing levels where no effective controls can be put in
place i.e. the level of risk is within the ‘risk appetite’ of the Service.

Terminate a risk
This can be achieved by not performing the activity, considering other courses of action,
or deferring a decision until more information is obtained.

Transfer a risk

This is normally achieved by insuring against any adverse outcome, or contracting out
the activity e.g. workshop maintenance carried out by a third party. It must be
remembered however that in the case of insurance there are a number of residual risks
that cannot be insured e.g. reputational issues arising from an incident, indirect litigation
costs resulting from a failure in our duty of care to both employees and non employees.

Treat a risk

Treatment i nvolves the appl ication of suitable ¢ ontrol m easures that will r educe t he
likelihood of occu rrence of ar isk, e .g. el iminating t he cause o frisk, minimising the
probability of so mething g oing wrong by pr eventative m easures, orr educet he
consequences of i mpacto far isk, e. g. ens uring e ffective m onitoring and t aking
necessary st eps to prevent, minimise or co ntain adv erse i mpacts. V ery of ten these
reductions incur a cost, and a decision has to be made as to the practicability of the cost
in relation to the benefits achieved.

Take the Opportunity

There are various aspects to this, e.g. whether or not at the same time as mitigating
threats, an opportunity arises to exploit positive impact. Do circumstances exist which,
whilst not generating threats, offer positive opportunity?

Role of the Policy, Performance & Programmes Department — as the Service experts
in the application of the risk management methodology, they can assist managers in risk
identification and the most effective way of treating a risk.
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Risk Recording

Risk Management Structure

register structure planning owner

CMB / FA/
Director of
Finance/
deputy
treasurer

%

Integrated/ Matrix Risk
Register

Corporate Plan and IRMP
2011-14
Programme Plan PPP dept

<strategic

Heads of
Function

Project Risk
Registers

Project
Managers

Section
Managers

District/ Group

Service Managers

Delivery

Station
Managers

<operationa|

The diagram above shows the proposed new risk register structure and ownership.
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The format to be used for recording the basic risk rating, for all levels of risk, is shown in
Appendix 1A. This format shows the risk rating both before and after treatment of the
risk using control measures.

The Corporate Risk Profile and Progress (1B) will show the movement in each risk since
itw as firsti dentified, and use s the traffic light sy stem to highlight risks requiring
immediate action (red); risks being adequately managed (amber) and those risks where
no further controls are required (green). In addition it will provide a commentary on the
current status of all risks with reference to any movement since the last report, or actions
to reduce the level of risk further. This full profile, after CMB approval, is presented to
the Fire Authority Audit Committee, to review the high impact & likelihood red risks.

The risk asse ssment process is dynamic and therefore the status of the risk is at the
point the assessment was made, and therefore the Profile should be used to show the
most recent level of risk, rather than the assessment as shown on the Initial Risk page.

Risk Monitoring and Review

Risks are dy namic and therefore itis important they are reviewed regularly to decide
whether:

the risk is still relevant

anything has occurred which would change the impact / likelihood

the controls are still effective

the Service is prepared to tolerate the risk

the service provided has changed significantly — if so have any new risks emerged
there any new Strategic, O perational, | nfformation, R eputation, Financial, P eople or
Regulatory risks

Escalation & Downgrading of Risks

Within the risk monitoring process there will be risks that have increased to ‘red’ and
conversely risks that have decreased to ‘amber’ or ‘green’.

Escalating ‘red’ risks — Any Integrated Risk Register level risk that is escalated to ‘red’
status should be discussed at Executive Meetings, to consider adding it to the Corporate
Risk Register — it should also remain on the Integrated Risk Register as this is where the
majority of remedial action will be undertaken.

In so me ca ses t he E xecutive T eam m ay decide t o retain | ower gr aded risks on the
Corporate Risk Register due to their high profile and potential impact.

Downgrading a ‘ red’ risk - Where risks are controlled and r e-evaluated to ‘amber’ or
less, they may drop from the Corporate Risk Register to the appropriate lower level Risk
Register, and ultimately may be closed altogether.

Programme & Project Risk

All projects within the Service D evelopment Programme will have a risk register which
will be r eviewed regularly by their respective Project Manager. If / whenitis deemed
necessary risks may be escalated to the Integrated Risk Register. Where the risk cannot
be dealt with by the Programme Manager it will be escalated. The usual route would be
potentially to the Corporate Risk Register. Suitable remedial action will then be
considered in accordance with the process for monitoring and managing Corporate Risk.
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IRMP Risk

IRMP risks will be r eviewed at the Operational | mprovement B oard and whereitis
deemed necessary will be escalated to the Integrated Risk Register.

Partnership Risk

All Partnerships will have a risk assessment, which assesses risk to the Partnership, the
Authority and the risk of not engaging in the Partnership. This assessment is regularly
reviewed and shared within the Partnership as appropriate.

The R ole of C orporate M anagement Board (CMB) and D irectorate M eetings i n
monitoring risk

Corporate Management Board — Audit reports

The reports necessary for the Audit committee will be an agenda item at the CMB. The
reports will be approved for release, or final amendment instructions given. This will be
included in the monthly meeting nearest to, and prior to, the Audit Committee meeting.

CMB Meetings — Level 1 Risks
On a monthly basis a standing agenda item will be included in CMB meetings to review
the Corporate Risk Register.

The Head of Policy, Performance and Programmes, or the Corporate Performance and
Governance Manager will attend and undertake the following duties:-
e ensure that the latest version of the Corporate Risk Register is available to officers

o facilitate a review of the corporate risk register highlighting any key issues and
receiving any progress updates

e capture any new and emerging risks

¢ update officers of any changes to the grading of risks since the previous meeting,
authorised by the Executive Team, noting any that need to be downgraded to
Directorate level or require closure.

¢ respond to any requests for further risk assessments to be undertaken as and
where directed
Directorate Meetings - Level 2 Risks

On a monthly basis each Directorate should take time to review their risk registers — risk
management should therefore be included as a standard agenda item at all Directorate
Meetings.

o Review the risk registers highlighting any key issues and receiving any progress
updates

e ensure any Directorate/Functional level risks included on the Corporate Risk
Register are up to date, and accurately reported

e Capture any new and emerging risks

o Consider the grading of risks noting any that need to be escalated or downgraded
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The Risk Team can assist managers in this task by:-

e providing any advice, guidance and training

¢ responding to any requests for further risk assessments to undertaken with in the
directorate

Risk Audit

Risk R egisters are a key r equirement w ithin t he Accounts and A udit R egulations.
Internal A udit will, as partof the audit p rocess, carryouta regularreview of risk
management arrangements. This will provide independent assurance as to the
effectiveness of our risk management procedures. In particular this audit will:

o Verify the existence of risk registers and risk management action plans

o check whether risk management is being actively undertaken throughout the
Service

e Provide advice and guidance on how to further improve risk management
processes and procedures

Additionally the Authority will allow for peer review and benchmarking of risks where
appropriate.

Fire Authority Governance

Members have a responsibility to understand the strategic risks that the Authority faces
and to support and monitor the risk management process. In order that members are
kept informed of the risks, regular reports are required, detailing the current risk status of
the Service.

The Risk Register and its supporting reports are a means of summarising the risks to the
Service and t he A uthority w ithin t he v arious functions. The following r eports will be
submitted to members:-

o A quarterly report will be made to the Audit Committee on the progress made in
reducing the “red” Corporate Risks to the Authority. This report will in clude a
profile listing of all open risks on the Corporate Risk Register

¢ An annual report will be made to the full Fire Authority detailing progress made in
addressing all Corporate Risks for the past year

o All reports to the Fire Authority include Risk Management implications.

Any new Corporate Risks of high severity that are raised between quarterly meetings will
be communicated to members via the Chairs Group.

Help & Additional Support
The Performance & Governance Manager has primary responsibility fort her isk

management process and ensuring that systems and processes remain in place for the
effective management of risk.
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For hel pand guidance in al | aspects of risk management, pl ease contact P olicy,
Programmes and Performance. Contact details can be found below:

Risk Inbox — risk@syfire.qgov.uk

Performance & Governance Manager — 0114 2532282

The following publications have been taken into account in the compilation of this policy:

e The ALARM National Performance Model for Risk Management in the Public
Services (www.alarm-uk.org)

e Managing Risks with delivery Partners (HM Treasury, www.ogc.gov.uk)

o Governance of Risk: Improving Strategic Risk Management Arrangements in Local
Public Bodies and Partnerships — Audit Commission (www.audit-commission.gov.uk)

¢ Risk Management Assessment Framework (www.info4local.gov.uk)
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APPENDIX 1A
SOUTH YORKSHIRE FIRE AND RESCUE

RISK MANAGEMENT POLICY

EXAMPLE - INITIAL RISK

Risk - - . . . Business
D R
No. .ate (Threat to achievement of the business Current Risk Original .RISk Risk Control Measures Residual .RISK Objective
Raised . Owner [No controls in place] [Control measures implemented]
objective) Reference
| L Risk | L Risk
(1-4) (1-4) Rating (1-4) (1-4) Rating
FR18 Jul-08 |Intranet & Internet Secure funding for wholesale redevelopment of
o . Head of Corp. . .
Seniice intranet and internet do not meet the intranet and internet
. Comms &
user requirements . 3 3 9 2 2 4
Admin.
S Chu
FR31 Nov-08 |Sponsorship policy Adopt a s ponsorship policy
Lack of a s ponsorship policy could result|Head of Corp.
in missed opportunities for additional Comms & 3 2 6 2 1 2
funding and/or a reputational risk due to Admin.
obtaining funds from inappropriate S Chu
sponsors
PS5 Dec-08 |Effective Health & Safety (H & S) Audit of H & S team functions
systems Ineffective systems identified
IfH & S systems are not aligned to New systems installed
. Head of
Health & Safety Executive (HSE)
. . OpS&S 4 3 3 2 6
guidance, and are not effective and R Chandler
timely, SYFR and SYFRA are exposed
to legal and financial reputational
damage.
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APPENDIX 1B
SOUTH YORKSHIRE FIRE AND RESCUE

EXAMPLE - RISK PROFILE AND PROGRESS

. . o Current Progress Risk — Impact x Likelihood
AL e B Risk v Apr10 | May-10 | Jun-10 | Ju-10 | Aug-10 | Sep-10 | Oct-10 | Now10 | Dec-10
FR18 Intranet & Internet Head of |20/7/10 -S Chu
Senice intranet and internet do not meet Corp. intranet refresh still scheduled for 2%2 2%2 2%2 2%x2 2x2 2%2
user requirements Comms & |2010/11 Risk Level|Risk Level|Risk Level|Risk Level|Risk Level|Risk Level
Admin. 4 4 4 4 4 4
S Chu
FR31 Sponsorship policy 20/7/10 - S Chu
Lack of a s ponsorship policy could result in Policy has been drafted and
missed opportunities for additional funding Head of |circulated for consultation. It will
and/or a reputational risk due to obtaining Corp. go to the September FRA 3x2 3x2 3x2 3x2 3x2
funds from inappropriate sponsors Comms & meeting Risk Level|Risk Level]Risk Level|Risk Level|Risk Level
Admin. 6 6 6 6 6
S Chu
PS5 Effective Health & Safety (H & S) 16/08/10 Update provided by
systems Lee Patterson (LP)
IfH & S systems are not aligned to Health Work is on-going - Accident
& Safety Executive (HSE) guidance, and Reporting Investigation
are not effective and timely, SYFR and Head of Procedures in place; LP is . 4x2 . 4x2 3x2
SYFRA are exposed to legal and financial OpS&S working on the Health & Safety NskiLewl| Riskicevel 6
reputational damage. R Chandler Policy; Risk Control Systems 8 8
Reviews ongoing in line with the
Health & Safety Plan. Ratings
reducedto3x 2= 6
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APPENDIX 2
ROLES AND RESPONSIBILITIES

South Yorkshire Fire and Rescue Authority

Elected members are responsible for governing the delivery of services to the local
community. Members have a responsibility to understand the strategic risks that their
Service faces, and to decide how these risks should be managed. They should not seek to
avoid or delegate this overall responsibility as itis key to their stewardship responsibilities.
Members should:

= correctly position risk management as a strategic and operational tool that can help
officers and members to meet the new and existing challenges and demands facing
them, rather than as a mere compliance exercise;

»= view the process as a significant long term exercise: there is no ‘quick-fix’ solution
and the right level of resources will need to be committed to implementation and
training over the medium term;

= take a top-down approach by managing and monitoring risks, focusing on issues of
corporate significance rather than a ‘bottom-up’ exercise which would be too large for
members themselves to manage;

= aim for continual improvement on a | onger-term basis supplemented by increasing
their knowledge through regular training;

= appoint a member champion who will communicate the risk management process to
others.

Members of the Corporate Management Board

The Corporate Management Board will be responsible for identification; evaluation and
action planning to mitigate the effect of risks on t he su ccessful achievement of the Fire
Authority’s objectives. This will involve:

¢ implementing the risk management policy,

e own and take responsibility for specific risks

e reviewing and managing risk controls,

e being a risk management champion,

e being responsible for resolving their own risks,
¢ regularly reviewing the Corporate Risk Register

e encourage st aff w ithin t heir ar ea o f responsibility t o act ively su pportt he risk
management process

e identify individuals within their functional areas to take ownership of maintaining and
updating risk registers

e providing full support to the Risk Team in execution of their duties.

Risk Team

The Ris k Team is responsible f or dev eloping sp ecific programmes and pr ocedures to
establish and maintain risk management activities.

The main duties can be summarised as follows:

¢ advising managers, supervisors and staff on the risk management process to ensure
adoption of consistent methodologies across the Service;

e supporting managers to undertake risk analysis;
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e updating the Corporate risk register, and m onitoring all other SYFR Risk Registers
based on information supplied from owning managers;

¢ developing and promulgating risk management policy and processes;

e preparing strategic risk management action plans that include education, awareness,
training & cultural embedding;

e preparing strategic risk management reports.

Managers
All other Managers will:

e maintain an awareness of risk management, and its importance to the effective
operation of the Service.

e own and take responsibility for specific risks and risk registers

e use all appropriate forums to regularly review risks and identify new risks as
appropriate.

e communicate the importance of risk identification and management of risk to staff.
¢ Maintain a robust and fully up to date register of risks for their functional area.

Project Managers
For all projects they are responsible for, project managers will:-

e conduct an initial risk assessment of the project in accordance with the project
management methodology developed by the Programme Office

e maintain a risk register for the project
e own and take responsibility for specific risks
e regularly review and update project risks

e escalate any appropriate ‘red’ risks to the Programme Manager for possible inclusion
on the Integrated Risk Register

Programme Office Manager
Will:-
e work with Project Managers to ensure that risks are appropriately identified, captured
and managed, with support from the Risk Team

e Review project risks and ensure they are regularly reviewed at Programme Board
meetings

o Escalate project risks to the Integrated Risk Register as appropriate
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APPENDIX 3

EXAMPLES OF CATEGORIES OF RISK

The risk categories given below are examples and provide a framework for identifying and
categorising a broad range of risks. The categories/examples may overlap and cannot be
considered in isolation.

STRATEGIC RISKS

Doing the wrong things e.g.

o Failure to meet the Government agenda,

o Mismanagement resulting in corporate objectives not being achieved.
o Failure to manage corporate risk.

OPERATIONAL RISKS

Doing the right things in the wrong way e.g.

o Failure to communicate effectively with employees,

o Serious injury from our activities to an employee or third party.

o Overly bureaucratic processes resulting in poor quality service delivery

INFORMATION RISKS

Loss or inaccuracy of data, systems or reported information e.g.
o Data loss caused by a failure to back up key information,
o Inaccurate data presented to third parties.

o Leaking of confidential and personal data

REPUTATION RISKS

Service brand or image e.g.

o Adverse media coverage resulting from a failure to manage an incident effectively,
o Serious incident caused by a failure to adhere to policies & procedures.

o Poor CPA rating publicised in the national press

FINANCIAL RISKS

Losing monetary resources or incurring unacceptable liabilities e.g.
o Missed funding opportunities,

o Failure to adequately manage budgets.

o Failure to insure against loss or damage

PEOPLE RISKS

Employees and management e.g.

. Failure to recruit or retain qualified staff,

o Inadequate training for the requirements of the post.
o Industrial tribunal caused by mismanagement

REGULATORY RISKS

Regulatory environment e.g.

o Inadequate response to the introduction of new legislation or guidance,
o Misinterpretation of legislation/regulations resulting in a serious breach.
o Deliberate breaking of the law
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